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1
Decision/action requested

Several solutions how to provide the VPLMN with the long-term identity have been provided to fulfil LI. E.g. S3-171099 was noted in the last meeting. This pCR proposes some other variants. 
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Rationale

Several solutions for protecting SUPI over the air interface have been discussed. One of the remaining problems is how to maintain compliance to LI. When SUPI is concealed to protect the supscription identifier over the air interface, VPLMN does not know SUPI immediately. With the agreements ([1] E.7.2.6 and E.7.2.1.2) on using a HN-centric approach, the HPLMN can provide the SUPI back to the VPLMN. This approach has been seen acceptable (see LS from SA3-LI S3i170167 option 2 and 3), if the UE confirms to VPLMN that HPLMN has not cheated. Reason for the additional confirmation by UE is that VPLMN may have doubts about the response it got by HPLMN.

Note, the underlying assumption is that the UE must work as specified and has no functional additions while the HPLMN UDM may be assumed to be cheating. Thus, the UE is neither manipulated nor cooperating with a compromised HPLMN. The justification for this assumption is that, if one assumes that the UE can be modified to trick LI, then anything is possible, e.g. the UE and the UDM could agree on secret algorithm that permutes the MSIN part of the IMSI/SUPI.

--

This contribution is a revision of S3-171945 taking offline comments into account, i.e. that the original proposal compromises privacy, because SUPI can be calculated by brute force attack from hxres. The present solution is overcoming this problem.
Note to Editor: text shows text from 1945 (changes over changes) for transparency of the original proposal. 
4
Detailed proposal

5.7.4.7
Solution #7.7: Revealing permanent or long-term subscriber identifier to a serving PLMN

Editor’s Note:
 The requirements on LI in NextGen are FFS or at least need to be confirmed by SA1 or SA3-LI.

NOTE: 
FFS whether this solution meats VPLMN non-assistance requirements.
5.7.4.7.1
Introduction  

The solution #7.3 proposes a mechanism that conceals the long-term subscriber identifier from all network entities on the path between the UE and the home PLMN (HPLMN), including the serving PLMN (SPLMN). However, doing so has implications on lawful interception (LI) as discussed in the clause 5.7.3.3.1. This solution addresses LI aspects for solutions addressing the key issue #7.3.

In order to address the LI requirements, the solution provides variants that reveal the long-term identifier to the SPLMN, which can be summarized as follows: 

· the long-term identifier is always concealed from all the network entities in the path between the UE and the serving PLMN’s core network, including the serving PLMN’s radio access network; and

· the long-term identifier is known to the SPLMN’s core network only after the UE has successfully completed the authentication.

5.7.4.7.2
Solution variants

5.7.4.7.2.1
Solution 7.7-A: Home PLMN authenticates UE 

A UE is authenticated at a home PLMN and not at a serving PLMN. In other words, the serving PLMN proxies the authentication procedure between the UE and the home PLMN. The home PLMN itself authenticates the UE instead of sending authentication information (e.g. authentication vector in the current LTE system) to the serving PLMN. Since the UE identifier that is used in the authentication procedure is a pseudonym or an encrypted long-term identifier, the serving PLMN does not yet know the long-term identifier.

If the home PLMN determines that the UE is successfully authenticated, the home PLMN sends the long-term identifier and necessary keying material for the UE to the serving PLMN in a separate message or piggy-backed to an existing message. Now, the serving PLMN knows the long-term identifier of the UE and can perform lawful interception without the home PLMN’s assistance or visibility. 

NOTE: 
A successful UE authentication at the home PLMN, proxied by a serving PLMN, implicitly indicates that the UE is present at the serving PLMN.
5.7.4.7.2.2
Solution 7.7-B: Serving PLMN authenticates UE 
A UE is authenticated at a serving PLMN and not at a home PLMN. This is similar to what is done in the current LTE system where the home PLMN sends authentication vector to the serving PLMN so that the serving PLMN can itself authenticate the UE. However, since the UE identifier that is used in the authentication procedure is a pseudonym or an encrypted long-term identifier, the serving PLMN does not yet know the long-term identifier.

When the home PLMN gets informed by the serving PLMN that the UE is successfully authenticated and is registered in the serving PLMN (e.g. via an Update-Location-Request message in the current LTE system sent by a MME to a HSS), the home PLMN sends the long-term identifier to the serving PLMN in a separate message or piggy-backed to an existing message (e.g. in an Update-Location-Answer message in the current LTE system sent by a HSS to a MME). Now, the serving PLMN knows the long-term identifier of the UE and can perform lawful interception without the home PLMN’s assistance or visibility.

 NOTE: 
A confirmation from a serving PLMN to a home PLMN about successful UE authentication makes the serving PLMN accountable for claiming that UE is actually present at the serving PLMN.
5.7.4.7.2.3 
Solution 7.7-C: UE provides proof of SUPI in HPLMN-authenticated use case
Assumption: UE must work as specified and has no functional additions while the HPLMN UDM may be assumed to be cheating. Thus, the underlying assumption of the solution is that the UE is not cheating or cooperating in cheating with the UDM.

The UE conceals SUPI together with a random value R using a public key encryption method, e.g. the concatenation of SUPI||R is the plain text input to a public key encryption method. Let’s call the encrypted value SUPI*. Further the UE creates a hash of SUPI and R as the expected hash, i.e. hxres= H(SUPI,R) and provides SUPI* and hxres within the registration message to the VPLMN. Let’s call hxres an identity proof information, which VPLMN can use for confirming that HPLMN has not cheated, once VPLMN has received the needed input from the HPLMN. The hash function is publicly known. Note that R is not sent along by the UE and, hence, not known to an outside attacker. Note further that the HPLMN cannot, by assumption, control R and hxres, and, hence, cannot find a pre-image of hxres with a false SUPI.  
HPLMN decrypts SUPI* and thus obtains SUPI and R. When the VPLMN receives from HPLMN the SUPI and R, it can quickly calculate hres=H(SUPI,R). By comparing hres=hxres the VPLMN (AMF) knows that HPLMN has returned the SUPI (under the above assumption) which the UE sent in a concealed way.
The advantage of having the UE sent hxres in addition to SUPI* is that the HPLMN needs to return only a random value R in addition to the SUPI and VPLMN can fulfil LI by light-weight calculation of the hash hres.
NOTE; Another option for hxres to be calculated is by H(SUPI*,SUPI,R). In this case, the VPLMN uses the combination of SUPI* and hxres as an identity proof information from UE. When then SUPI and R from HPLMN is received, the VPLMN can calculate hres and confirm the result with hxres.
5.7.4.7.3
Evaluation 

-
The authentication of the UE can be done either at the home PLMN or at the serving PLMN.
-
When the authentication is done at the home PLMN, proxied by a serving PLMN, it is implicitly indicated that the UE is present at the serving PLMN.

-
When the authentication is done at the serving PLMN, the home PLMN can hold the serving PLMN accountable in case of false claims on the presence of the UE at the serving PLMN.
-
The long-term identifier is known to the serving PLMN’s core network only after the UE has successfully completed the authentication.
-
On its own, it is likely that this solution will not satisfy all regulators, because it is too easy for a home network not to send the correct IMSI.  A more robust, and probably more satisfactory solution would be both to adopt this solution and also to have the UE send its IMSI to the serving PLMN (over an encrypted NAS channel, after successful authentication) – as proposed in solution #2.12 (see clause 5.2.4.12.2.3.2). 
